POCCUMCKA S ®EJIEPALINS
MYHUIUAIIAJIBHOE OBPA3OBAHUE ITPUO3EPCKUI MYHULIMIIAJIBHBINA PAIOH
JIEHUHI PAJICKOM OBJIACTH
MVYHUIUIIAJIBHOE OBIIIEOBPA3OBATEJILHOE VUPEXJIEHUE
«COCHOBCKA $I CPEJJHSISI OBLLIEOBPASOBATEJIBHA ST ILIKOJIA»
[IPUKA3

Ot 22.09.2014 1. rmoc. CoCHOBO Ne 352

06 YTBEPKACHUU WucTpykuun 1o
OpraHu3aluu aHTHUBUPYCHOM 3alIUTHI
KOMITBIOTEPHOU TEXHUKH B MOY
«Cocnosckasg COLL»

B cootBercTtBumM ¢ ®enepanpHbiM 3akoHOM OT 29.12.2010 1. Ne 436-D3 «O 3anmre aereid or
uHbOpMAIH, TIPUUMHSIONICH Bpell MX 3/I0POBBIO M PA3BUTHIO» B pefakimy DeneparbHOro 3aKoHa OT
28.07.2012 r. Ne 139-®3 «O BHeceHuM M3MeEHEHW B (enepaibHbIi 3akoH «O 3amuTe AeTed oT
WH(POPMALIIY, PUYUHSIONICH BPe.l UX 370POBBIO U PA3BUTHIO» U OTJICIBHBIC 3aKOHOIATEIIHHBIC aKThI
Poccuiickoit @eneparmmy, DenepanbHbiM 3akoHOM OT 24.07.1998 1. Ne 124-®3 «OO0 OCHOBHBIX
rapaHTusX mpaB pedeHka B Poccuiickoii denepariny, Denepanbabiv 3akoHoM OT 27.07.2006 1. Ne 149-
@3 «O6 unabopMaimy, MHHOPMAIMOHHBIX TEXHOJIOTHAX W O 3aumTe MHpopMarun», [IpaBriiamu
TIOJIKITIOYCHUST  00IIe00Pa30BaTeIIbHBIX  YUPSKICHUA K EIMHON CHUCTEME KOHTEHT-(QHIBTPAINN
nocryna k ceru MurepHer MunucrtepcrBa oOpazoBanusi U Hayku Poccuiickoin ®enepaiyu oT
11.05.2011r., ITpuxazom Munobpuayku P® ot 02 centsiops 2013 r. Ne 2553 «O mepax 1o
UCKJTIOYEHHIO JIOCTYa K MHTEpPHET-pecypcaM, He COBMECTHMBIM C 3afauaMu OOpa3oBaHUs U
BOCIUTAHUS 00YJaIOIIUXCSI»,

ITPUKA3BIBAIO:

1. YTBepanuTh npunaraemyro MHCTpYKLIHIO IO OpraHU3allM aHTUBUPYCHON 3aIUThI
KOMIIBIOTEPHON TEXHUKU B MYHHUIIMIIAIILHOM 0011e00pa3oBaTenbHOM yupexaeHnn «CoCHOBCKas
cpeassist 001ieoopa3zoBareabHas HIKOJIay.

2. Ha3HauuTh OTBETCTBEHHBIM JIMLIOM 32 OpPraHM3ALMI0 AHTUBHUPYCHOM 3aIIMTHI
KOMITbIOTEPHOM TeXHUKH TuxomupoBa AsiekcaHapa AJeKCaHIpoBUYa, JaOOpaHTa.

3. Hacrosiuit npuka3z Bctynaer B cuity ¢ 22 ceHTsi0ps 2014 roga.

4. KoHTposb 32 HCHIOJTHEHNEM HACTOSAIIEr0 PUKa3a OCTaBJISo 3a COOOI.

JIMpeKTOp MIKOJIBI: N.M. Kupunnnosa

CornacoBana Ha 3acefanuu llemarornueckoro
coBeTa YTBepxaeHa

[Tporokon Ne 09 ot 13.05.2014 1. [Tpuka3 Ne 352 or 22.09.2014 r.
VYIpaBisoOIIEro copera
[Tpotokos Ne 01 ot «01» centsa6ps 2014 r.



HNHCTPYKLUSA
10 OPraHM3alNH AHTUBUPYCHOMH 32U THI KOMINBIOTEPHOH TEXHUKH
B MYHMIUNIAJILHOM 00111€00pa30BaTeIbHOM YUpPeKIeHU U
«CocHoBcKkasi cpeHss 001meo0pa3oBaTebHasl KO
IIpro3epckoro MyHUIIMNIAJBLHOTO paiiona JlenmHrpaackoii od61acTu

1.001mme noj1okeHus

1.1 B MyHununagpHOM o0011€00pa3oBaTenbHOM  yupexaeHun «COCHOBCKas CpeaHss
obrreobpazoBarenbHas mkoa» (manee — MOY «CocuoBckas COIIl») mpuka3om aupekTopa
Ha3HayaeTcs JUI0, OTBETCTBEHHOE 3a AaHTUBUPYCHYIO 3aIIUTY.

1.2 B MOY «Cocnogckas COLL» MOXeT UCI0JIb30BaThCS TOJIBKO JIMIIEH3MOHHOE AaHTUBUPYCHOE
IPOrpaMMHO€E 0OecTIeYeHueE.

1.3 OO0s3aTensHOMY aHTHBHPYCHOMY KOHTPOJIO MOMJICKUT Jt00as uHpopMaius (TEKCTOBBIE
aiinel 1F00BIX popMaToB, (hailiIbl TaHHBIX, UCTIONHAEMBIC (ailiibl), MorydaeMas U epegaBaeMast
M0 TEJICKOMMYHHKAIIMOHHBIM KaHallaM, a Takke HHQPopManusi Ha CHbEMHBIX HOCHUTEISIX.
KonTtponps wucxonsdmeii uHpopManuu HEOOXOAUMO IPOBOAUTH HEMOCPEICTBEHHO IEepes
apXUBHUPOBAHHUEM U OTIIPABKOI (3aMKMChIO HA CHEMHBIA HOCUTEbD).

1.4 ®aiinbl, moMenaeMbie B AJIEKTPOHHBIA apXUB, JOHKHBI B 0053aTEIILHOM MOPSIKE MPOXOIUTh
AHTUBUPYCHBIA KOHTPOJIb.

2. TpeOoBaHus K NPOBEAECHUIO MEPONPUATHII 10 AHTUBMPYCHOM 3a1UTe

2.1 B mnauane pa0®oThl IpHU 3arpy3Ke KOMIIbIOTEpA B AaBTOMAaTHYECKOM pEKUME JIOJIKHO
BBINOJIHATHCS] OOHOBJIEHUE aHTUBUPYCHBIX 0a3 U CEpBEPOB.

2.2 Ilepuoanyueckue MPOBEPKH AIEKTPOHHBIX apXUBOB JOJKHBI IIPOBOJAUTHCS HE PEXKE OJHOTO
pa3a B HEZIEIIIO.

2.3 BxeouepenHoOW aHTUBHPYCHBI KOHTPOJb BCEX JUCKOB M (halljioB NEPCOHATIBHOTO
KOMIIBIOTEPA JOJKEH BBINIOJIHATBLCH:

2.4 HemocpencTBeHHO TMOCA€ YCTaHOBKM (M3MEHEHHS) TMPOrPaMMHOTO  OOecreyeHus
KOMITbIOTEpa J0JKHA OBITh BHIMIOJHEHA aHTUBHPYCHAs MTPOBEpKa Ha cepBepax M MEepCOHANbHBIX
komnetorepax MOY «CocHockas COLLDy.

2.5 Tlpu BO3HMKHOBEHHH I10JI03PEHUS HA HAIMYME KOMIIBIOTEPHOIO BUpYyca (HETUIMYHas paboTa
IporpaMM, MosBlIeHUE TpaduiecKuX U 3BYKOBBIX 3(()EKTOB, UCKAXKEHHUI TaHHBIX, IPONaJaHNe
¢aiinoB, yacToe NOSABICHUE COOOLIEHUN O CUCTEMHBIX OIINOKaX U T.I1.).

2.6 Ilpu ornpaBke M TOJYyYEHUHM DBJIEKTPOHHOW IOYTHl IOJB30BaTENb OO0s3aH MPOBEPHUTH
AJIEKTPOHHBIE NIMCbMA HAa HAJIMUUE BUPYCOB.

2.7 B cnyuyae oOHapyKeHUS TNpU TNPOBEACHUM AHTHUBUPYCHOW TIPOBEPKH 3apaKEHHBIX
KOMITbIOTEPHBIMH BUpYycaMH (DaillIoB MM 3JIEKTPOHHBIX MHCEM MOJIb30BaTEIH 00S3aHbI:

- [IpuoctanoBuTh pabdoTy.

- HemeyieHHO MOCTaBUTH B U3BECTHOCTH O (pakTe OOHApPYKEHHs 3apaKeHHBIX BUPYCOM (ailon
OTBETCTBEHHOTO 3a obOecrnedenne wuHPopManroHHoW Oe3omacHocth B MOY  «CocHOBCKas
COIII».

- COBMECTHO C BIAJENbIIEM 3apPKEHHBIX BHPYCOM (DAiJIOB MPOBECTH aHAIN3 HEOOXOIUMOCTH
JAJIBHENIIET0 UX UCIIOIb30BaHUS.

- [IpoBecTu neueHue Ui yHUUYTOXKEHHUE 3apaKeHHBIX (PailyioB.



3. OTBEeTCTBEHHOCTH

3.1 OTBETCTBEHHOCTH 3a OPraHU3alMI0 AHTUBUPYCHOM 3aIlIMTHI BO3Jaraercs Ha aupexkropa MOY
«Cocnogckast COLL.

3.2 OTBETCTBEHHOCTh 3a MPOBEICHUE MEPOIPHUATHI aHTUBUPYCHOTO KOHTPOJISI B OpraHU3aluu U
cobOmroneHne TpeboBaHWMU HacTosimied VHCTPYKIIMM BO3Jaraercs Ha OTBETCTBEHHOTO 3a
obecrieueHre aHTUBUPYCHOM 3allIUTHI.

3.3 Ilepuoauyeckuil KOHTPOJb 3a COCTOSIHMEM aHTUBHpYcHOM 3amuTbl B MOY «CocHoBckast
COIID» ocyniecTBISIETCS PYKOBOJIUTEIIEM.

ITaMsATKA 110 MCIIOJIb30BAHUIO pecypcoB ceTu UHTepHeT

1. ITonp3oBarenb 00s13aH BBIMOIHATH BCE TPEOOBAHUS aIMUHHUCTPATOPA JIOKATLHON CETH.

2. 3a ogauM paboYrM MECTOM JIOJIKHO HAXOJUTHCS HE 00JIee OAHOIO MOJIb30BaTEs.

3. Ilonp30BaTento pa3pemraeTcs MepenrchBaTh NOTYYSHHYIO HH(OPMAIIMIO HA JIUYHBIC TUCKETHI.
JlucKeThl peIBapUTENIbHO MPOBEPSIIOTCS HA HAJTMYUE BUPYCOB.

4  Paspemraercsi UCIONB30BaTh  00OpYJOBAaHME  KJIACCOB  TOJBKO  JUIs  paboTBl €
MH(OPMALIMOHHBIMU PECypcaMH U DJIEKTPOHHOM MOYTON U TOJIBKO B 00pa3oBaTENbHBIX LEISAX
WIM JJIs OCYILLECTBICHUS HAyYHBIX W3BICKAHUMN, BBIIIOJHEHUS NMPOEKTOB. JIt00oe ucnoab3oBaHue
000py/10BaHUsI B KOMMEPUECKUX IEJISAX 3aIpeLIeHO.

5. 3ampemieHa 1neperaya BHEIIHUM IOJIb30BaTeNsIM  MH(OpPMAlMM, MPEACTaBISIOLIYIO
KOMMEPUYECKYI0 WM TOCYAApCTBEHHYIO TailiHy, pacHpoCTpaHATh HHQPOPMAIMIO, MOPOYAIIYIO
YeCTh M JIOCTOMHCTBO TpaxkjaaH. I[IpaBoBbie oTHoOmIeHUsI perynupyorcs 3akoHoM «O0
uHpopMaluu, MHPoOpMaTH3aluMu U 3amure uHpopmauun». 3akoHOM «O TrocynapCcTBEHHOMN
TaifHe», 3akoHOM «(O0 aBTOPCKOM TIpaBEé M CMEXHBIX IpaBax», craTbsiMu KoHCTUTYIMH 00
OXpaHe JIMYHOW TaiiHe, cTaThsMU [ pa)kIaHCKOrO KOJIeKCca M CTaThsIMH YTOJIOBHOTO KOZEKCa O
MPECTYIUICHUSAX B cpepe KOMIBIOTEPHON HHPOPMAITUH.

6. 3anpemiaercs paboraTh ¢ o00beMHBIMH pecypcamu (video, audio, chat, wurpser) 0e3
COIJIACOBAHUS C aJIMUHUCTPATOPOM.

7. 3amperiaercst JOCTYI K caiiTaM, cofepKalluM HH()OPMALIMIO COMHUTEILHOTO COACPKAHUS U
IIPOTUBOPEYAILYIO OOIIETIPUHATON ITHKE.

8. [lonb3oBaremnto 3ampeieH0 BHOCUTh KaKue-THM00 M3MEHEHUs U MpOorpaMMHOe oOecreueHue,
YCTaHOBJIEHHOE KaK Ha pabodell CTaHIMM, TaK U Ha CepBepax, a TaKKe IMPOU3BOJUTH 3alllCh Ha
KECTKUH JHUCK pabodell CTaHLMU. 3amnperiaeTcs neperpyxarb KOMIbIOTep 0€3 COrIacoBaHUs C
aIMUHUCTPATOPOM JIOKAIBHOW CETH.

9. Ilonb3oBarenb 00513aH COXpPaHATh 000PYIOBAHUE B LIEIOCTH U COXPAHHOCTH.

IIpu HaHeceHuun mro0oro ymepOa (mopya HMMYLIECTBa, BbIBOJ OOOpYyIOBaHUS M3 paboyero
COCTOSIHUS) MOJIb30BaTENb HECET MaTepUaIbHYI0 OTBETCTBEHHOCTb. B ciyuae HapylieHus
paBuJ pabOTHI OJIL30BATENb JIMIIAETCS JOCTYIA B CETh. 32 aIMUHUCTPATUBHOE HapylLICHHUE, HE
BJIEKyIlee 3a co0Oi Mopuy MMYIIECTBA, BBIBOJ OOOpPYJOBAaHUS U3 pabOYero COCTOSIHUS U He
IPOTUBOpEYAIlME IPHUHATHIM  MpaBUjaM  pabOThl  MOJb30BaTeNb  MOJy4yaeT IepBOe
npenynpexnaenue. [Ipy moBTOpHOM aIMMHUCTPATUBHOM HapyLUIEHUH MOJIb30BATENb JHILACTCS
nocryna B MHTepHeT Oe3 mpaBa BoccTaHOBJIEHUA. [Ipy BOSHUKHOBEHMHM TEXHHUYECKUX MpodiieM
N0JIb30BaTeNb 0053aH MOCTAaBUTh B U3BECTHOCTh aIMUHUCTPATOPA JOKAIBHOM CETH.



